
Intel x86AssemblyLanguagein Minix

To gainagoodunderstandingof Minix, youneedto beableto readits assemblycode,split betweenthe
filesmpx386.s (line 5900)andklib386.s (line 8100). This handoutdescribestheIntel 386assembly
languageusedby Minix.

The80386chip representsIntel’s first seriousprocessorin a long line of microprocessors.It beganwith
theIntel4004,thefirstgeneral-purposemicroprocessor, asimple4-bit chiplaunchedin 1971.TheIntel4004
wasjust meantfor calculators(andin 1971,calculatorsweren’t powerful devices). But it wasa start,if a
humbleone.The8-bit Intel 8080(1974)wastheCPUfor thefirst successfulpersonalcomputer, theAltair.
And thenthe16-bit Intel 8088(1979)becametheCPUfor thefirst IBM PC.Subsequentgenerationsbecame
new CPUsfor IBM PCsandtheir clones.But the386standsout amongthem,asthefirst 32-bit processor,
andthefirst Intel processorto provide hardwaresupportfor the featuresneededfor realoperatingsystems
(suchas large memories,protectionlevels, paging). Subsequentprocessorsin the family have provided
enhancedperformancemoreoftenthanenhancedcapabilities.

But herewe’re concernedwith the Intel 80386architecture,usedin Minix. There’s a variety of x86
assemblylanguages.We’ll usethe languageof NASM, an open-sourceassemblerthat is widely available
andis prettycloseto whatMinix uses.

1 Registers

Thefirst thing to learningaprocessoris its registerstructure.SeeFigure1.
This structureis pretty messy. In particular, the registersoverlap. The eax registerholds32 bits, but

you canreferto its lower 16 bits usingax, andwithin ax you canrefer to its higher8 bits with ah andthe
lower8 bitswith al. This weirdstructureis anoutgrowth of thefactthatthex86designbeganwith an8-bit
design,thengrew into 16 bits, theninto 32 bits,eachtimemaintainingbackwardcompatibility.

The left-handblock, from eax to esp, representsthegeneral registers, wherecomputationis meantto
take place. Most have somespecialproperties,in the sensethat someinstructionstreatthemin a special
way. For example,thepush andpop instructionstreatesp (meantto bethestackpointer)specially, in that
they accessmemoryrelative to theaddressstoredin esp anddecrementandincrementthevaluestoredin
esp. We’ll seehow theotherregistersarespecialwhenwe getto thoseparticularinstructions.

Theeip registeris theinstructionpointer(oftencalledtheprogramcounter).Theeflags registerholds
variousflagsthatarealteredor accessedby instructions.

The lastblock of six registers,cs throughgs, arethe segment registers, usedfor memoryaddressing.
Youdon’t really needto know muchaboutthemright now — but we’ll getto themeventually.

2 Memory

Like mostothercomputers,the x86 architectureregularly accessesmemoryoff the chip in orderto fetch
instructionsandmanipulatedatathatdoesn’t fit into theregisters.

Thex86architectureusesthe little endian techniquefor storingdataof multiple bytes.Saywestorethe
16-bit value0x1234into memoryat address100.Thevalue0x12goesinto address101andthevalue0x34
goesinto address100.Storingthe32-bit value0x12345678into address100wouldplace0x12into address
103and0x78into address100.

Many otherarchitecturesusethebig endian technique,whichputsthehighest-orderbits into thelowest
address.They bothwork well. Which you like dependson whetheryou picturememorywith address0 at
thebottomor with address0 at the top. Both waysmake sense,but thex86 designershadto chooseone,
andthey clearlythoughtof address0 beingat thebottom.

0Copyright c
�
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Figure1: Registersin theIntel 80386.

add ����� , �����	�
� sub ����� , �������
�
add � , � sub � , �
neg ����� cmp � , �����
inc ����� cmp � , �
dec ����� cmp ����� , �	�
�

Table1: Arithmetic instructions

3 Arithmetic instructions

Thefirst setof instructionswe’ll examinearethearithmeticinstructions,listed in Table1. In thesetables,
we use � to representa register, � to representa memoryreference,and ���
� to representa constantvalue
(immediate).

The add andsub instructionsare for performingadditionsandsubtractions.They have a variety ofadd
sub waysin which they canbeused.Thefollowing illustratesthem.

add eax, 1 ; add constant 1 to register eax
add eax, eax ; add value in eax to eax
add eax, [data] ; add value at memory location [data] to eax
add [data], 4 ; add constant 4 to memory location [data]
add [data], eax ; add value in eax to memory location [data]

In eachof these,theitemchangedis listedfirst, andthenumberto beaddedis listedsecond.Theinstruction
add eax, 1 incrementsthevaluein eax. And theinstructionadd eax, eax addsthevalueof eax to eax,
effectively doublingeax.

Enclosememoryreferencesin brackets.1 Sotheinstructionadd eax, [data] saysto loadthedatastored
at thememoryaddressthatdata represents,andaddthatvalueto eax.

1You’ll find that theMinix codereversesparenthesesandbrackets. Parenthesesareusedfor memoryreferences,andbrackets
areusedfor parenthesizingcomputationsto bedoneat assemblytime. Anotherdifferenceis thatMinix usesexclamationpointsto
markcomments,while NASM usessemicolons.
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Both add andsub changeflagsin theeflags registerbasedon the result,which is usefulwhenmore
informationis neededlateraboutthecomputation’s result.

carry flag is setif thecomputationcarriedanextrabit beyondthecapacityof theregister, or if thecompu-
tationborrowedabit beyondthecapacityof theregister.

zero flag is setif theresultis zero.

signflag is setif theresult’s high-orderbit is  (representinganegative number).

overflow flag is setif thecomputation,interpretedasasignedcomputation,goesbeyondthecapacityof the
register. (This is analogousto thecarryflag,but thecarryflag representsthecomputationinterpreted
asanunsignedcomputation.)

The cmp instructionis for comparingtwo values. It’s actuallyanalogousto the sub instruction,but cmp
cmp doesnot changethevalueof the target register. Its only effect is to changetheflagsaccordingto the
differenceof thetwo values.

Theneg instructionnegatesthetargetvalue(eitheraregisteror memorylocation).(In therarecasethat neg
thevaluedoesn’t fit — whichonly happensif thevalueis thesmallestnumberpossiblefor its bit size— the
valueis unchangedandtheoverflow flag is set.)

Finally, the inc anddec instructionsincrementor decrementthegivenvalue.Why useinc eax instead inc
decof add eax, 1? A minor reasonis thatit is slightly moreefficient,sincetheinstructionis justonebytelong

insteadof three(leadingto bettercacheuse). (On older processors,it actuallywasfaster.) Also, the inc
anddec instructiondonotaffect thecarryflag,whichmaybeusefulin somesituations.Themostcommon
reasonis thatit’s justa little easierto read.

Minix occasionallyappendsb to theendof aninstructionname,asin incb, decb, andcmpb. (Thisalso incb
decb
cmpb

appliesto many instructionsdescribedlater in this document.)Theappendedb denotesthat theinstruction
is a byte instruction(usingregisterslike al or ch) insteadof theregular32-bit instructionsnormallyused.
You’ll alsoseeo16 in theMinix assemblycode,usedasa prefix for many instructions.This is to indicate o16
thattheinstructionshouldbeassembledinto aninstructionusing16-bit data.

In NASM, thewayto accomplishthissortof thing is to annotatetheoperationwith akeyword: byte for
8-bit data,word for 16-bit data,or dword for 32-bit data.(Thelastis shortfor double word. It refersto the
factthatthex86word is 16 bits long,so32-bit datais two wordslong.)

add [data], 4

This instructionis ambiguous:Doesdata holdan8-bit value,a16-bit value,or a32-bit value?NASM will
refuseto assembleit. We includethekeyworddword to disambiguate.

add dword [data], 4

Noticethatadd eax, 4 isn’t ambiguous,sincetheassemblerknows thateax is a32-bit location.

4 Control instructions

Of thecontrol instructions(Table2), thenop instructionis certainlythesimplest: It doesnothing. It just nop
occupiesa byte in memory. It’s convenientoccasionally;for example,a compilermight put in a nop asa
placeholderif it thinksit’s possiblethatsomecodeshouldgo there,but it’s not sureat thetime it generates
thecode.

Thejmp instructiontransfersexecutionto anotherplacein theprogram.Noticethatyoucanjumpto the jmp
addressin a registeror a memorylocation;or you canjump to a labelwithin theprogram.In thecaseof a
label,thelabelis assembledinto anoffset.
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nop jmp �����������������
jz ��������� jnz ���������
ja ��������� jg ���������
jae ��������� jge ���������
jb ��������� jl ���������
jbe ��������� jle ���������
call ����������������� ret
loop ���������

Table2: Control instructions

again: inc eax
jmp again

Thisprogramis aninfinite loopwith norealpurpose.But thepoint is thatthejmp instructiongetsassembled
asjmp �� , signifying thattheCPUshouldsubtract1 from theprogramcounter(eip). This meanstheCPU
backsuponebyteto the inc eax instructionto executeit again.

Thenext �� instructionsgive waysof doing jumpsconditionally. Theusualassumptionis thatyou’ve
just completeda cmp instruction(or someotherinstructionthatsetstheflags),andnow you want to jump
basedon the valuesin the flags. The jz instructionjumpsif the zeroflag is set. In particular, if the lastjz
instructionsettingthe flagswasa cmp instruction,the zeroflag would be set if the two argumentswere
equal. Similarly, jnz jumpsif the zeroflag is not set— which in the samesensecorrespondsto unequaljnz
argumentsin aprecedingcmp instruction.

As anexample,here’s apieceof codeto take thevalue � in cl andplacethevalue ��� in eax.

mov eax, 1 ; eax will hold answer
cmp cl, 0 ; cl is number of iterations to go
jz done

again: add eax, eax ; double eax
dec cl
jnz again

done:

The first instructionplacesthe value  in registereax. (We haven’t seenthe mov instructionyet — it’s
coming.)Thenext two instructionsskip everythingelseif cl is zero(andsowe completewith eax holding
�! #"$ ). Theadd instructiondoublesthevaluein eax, andthedec instructionsubtracts1 from cl. Finally,
the jnz instructionjumpsbackto again if thezeroflag is not set— thatis, if theresultof thedecrementis
not zero.If thezeroflag is zero,thencontrolcontinuesto thedone label.

The ja instructionstandsfor “ jumpif above”. It jumpsto thespecifiedlocationif boththezerobit andja
thecarrybit arezero.(Consideracmp instructionwherewe understandboththeargumentsto beunsigned
numbers. Then it setsthe zero bit if the valuesareequaland the carry bit if the first numberis below
the second;if neitherof theseareone,thenthe first numberis above the second.So this is whenthe ja
instructionwill jump.) Thenext threeinstructions— jae (above or equal),jb (below), and jbe (below orjae

jb
jbe

equal)— work analogously.
The last % conditionaljumps are for signedcomputation,using the overflow flag, the sign flag, and

the zeroflag to determinewhetherto jump: jg (greater),jge (greateror equal),jl (less),and jle (lessorjg
jge
jl
jle

equal).Theintentionof themis identicalto theprevious % , exceptthat thepreviousfour werefor unsigned
arithmetic.

The loop instructionis for runningthrougha loop for afixednumberof times,asin ourearlierprogram

loop
to compute� � , wherewe knew we wantedto iterateexactly � times.The loop instructionsubtracts from
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mov ����� , �������
� mov � , �
mov ����&'�)( , ����&'�)( movzx � , �����
lea � , � xchg � , �����
push ��������&��*(+���	�
� pop ��������&��)(
pushad popad
pushf popf
out �����	�
� in �������
�

Table3: Datamovementinstructions

ecx andjumpsto the label if ecx is not zero. Noticethat loop always usesecx for this purpose.Theecx
registerhasthisspecialmeaningto the loop instruction.(Thex86designersthoughtof thec asstandingfor
count.)

Wecoulduseloop to rewrite ourearlierprogramto getaslightly shorterprogram.

mov eax, 1
cmp ecx, 0
jz done

again: add eax, eax
loop again

done:

Noticethatwe hadto switchto usingecx in placeof cl here,sinceloop workswith ecx.
Finally, the call and ret instructionsprovide supportfor subroutines(frequentlycalled functionsor call

retproceduresin programminglanguages).A call instructionhastwo effects: First, eip is pushedonto the
stack. (This is itself a two-stepprocess:esp is decreasedby % , andthenthevalueof eip is storedin the
memorywhereesp now points.) Thencontrol goesto the locationspecifiedin the instruction. The ret
instructionis for returningfrom thesubroutine,andhereeip is poppedfrom thestack. (That is, thevalue
storedat thelocationto whichesp pointsis copiedinto eip, andthenesp is increasedby % ). In effect, this
restoresthepreviousvalueof eip, sothat thenext instructionexecutedis theinstructionfollowing thecall
thatputusthere.

That’s all a little complicated,but it’sworthsometimefiguring it out. Luckily, in practiceit’s relatively
simple.Here’s avery simplesubroutinefor doublingthenumberin eax.

double: add eax, eax
ret

Noticethatwe useret to returnfrom thesubroutine.Now we canusethisaswe like.

mov eax, 1
cmp cl, 0
jz done

again: call double
loop again

done:

In thiscase,thesubroutineis contrived— it’s toosimpleto beuseful—, but it illustrateshow youcanwrite
asubroutinein x86assemblylanguage.

5 Data movementinstructions

Table3 lists thex86 assemblyinstructionsusefulfor moving databetweendifferentareasof thecomputer.
The most fundamentalof theseis the mov instruction,which movesa value into anotherlocation. (The
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and ����� , �����	�
� or ����� , �������
�
test ����� , �����	�
� xor ����� , �������
�
shl ����� , �������
� shr �����,�����	�
�
rol ����� , �������
� ror ����� , �������
�

Table4: Logical instructions

word move hereis slightly misleading:It actuallycopies, leaving theold valuein its location.) Note that
mov doesnotalterany flags.

A mov instructioncanmove a number, a registervalue,or a valuein memoryinto eithera registerormov
a memorylocation,except that a singlemov cannotcopy directly from onememorylocationto another.
Additionally, a mov cancopy betweenasegmentregistersandageneralregister— thisgivesyou awayof
accessingthesesegmentregisterswhenneeded.(Whenwe talk moreaboutmemory, we’ll talk aboutwhy
thesesegmentregistersareimportant.For now, youshouldstill beignoringthem.)

Themovzx instructionis for moving ashortervalueinto a longerdestination.For example,if youwantmovzx
to copy bl into eax, you canusethe instructionmovzx eax, bl. This copiesbl into al, extendingit with
zeroesinto thehigherbitsof eax.

Actually, the lea (loadeffective address)instructiondoesn’t accessmemoryat all. It storestheaddresslea
of the given memorylocationinto the given register. This is intendedfor whenyou want to computean
addressthatis morecomplex thanthebuilt-in x86 addressingcanhandle.(For example,you maywant lea
to accessanelementof anarraystoredwithin astructurelocatedwithin anarrayof structures.)For example,
theinstructionlea ecx, [1 + ecx] incrementsecx — it’s functionallyequivalentto inc ecx, exceptthatno
flagsarealtered.

Thexchg instructionexchangesthedatain two locations,of whichonemustbea register.xchg

Thepush andpop instructionsaddandremove from thestack.If thecomputerencounteredapush axpush
pop instruction,it would decreaseesp by � (choosing� becauseax is two byteslong) andthenstoreax at the

memorypointedto by esp. Theinstructionpop cl would loadonebytefrom thememorypointedto by esp
into cl andthenincreaseesp by  .

Thepushad andpopad instructionsarefor saving severalthegeneralregistersatonce:pushad pushespushad
popad eax, ecx, edx, ebx, esp, ebp, esi (in thatorder),andedi, andpopad popsthemin reverseorder. Similarly,

thepushf andpopf instructionsarefor saving andrestoringthevalueof theflags register.pushf
popf The in andout instructionsareaway of communicatingwith many I/O devices.Theideais thatanI/O

in
out

device canbe referencedby a numberedport, specifiedin the in or out instruction(eitherdirectly with a
constantvalueor indirectly by a registervalue). An in instructionreadsthevalueat thatport andcopiesit
into theax register(al in thecaseof inb). An out instructiontakesthevaluein ax (al in thecaseof outb)inb

outb andcopiesit out to theport givenin theinstruction.

For example,thekeyboard’s portnumberis 96. Soby executinginb 96, thecodefor apressedkey will
be loadedinto al. (Actually, controlling thekeyboardis complicatedby thefact that theCPUthensignals
receiptof thatcodebackto thekeyboard(via anoutb 97 instruction).)

Not all I/O deviceswork this way, but many do. Otherdeviceswork via direct memory access (DMA).
A graphicaldisplayis anexampleof adevicethatusesDMA. It sharesmemorywith theCPU,with theCPU
writing theimagedirectly to memory, andthevideocontrollerreadingdirectly from memoryto determine
whatto display. TheDMA techniqueis designedfor devicesthatneedto move largemassesof dataaround
quickly.
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int �	�
� iret
cli sti

Table5: Interruptinstructions

6 Logical instructions

Thenext setof instructionsarethe logical instructions,listed in Table4. Theseinstructionswork like the
arithmeticinstructions,in that they computenew valuesandarrangetheflags. We’ve saved themto later
becausethey’re a little lessuseful.(But they’re still toousefulto beignored!)

Theand andor instructionsperformthebitwiseAND or OR,placingtheresultin thedestinationregister and
orandsettingtheflags.For example,sayal heldthevalue ---��-�.�� ; thentheinstructionand al, 0xA3 would

take theAND of eachcorrespondingpair of bits andput the result( ��.��-�-�.�� ) backinto al. It would also
settheflags:in thiscase,thetopbit is  , sothesignflagwouldbesetto  ; theresultisn’t zero,sotheresult
flag wouldberesetto � ; andthecarryandoverflow flagswouldberesetto � , sincethereis no carryandno
overflow (noteventhepossibility).Theor instructionis identical.

The test instructionperformsa bitwiseAND andthrows theresultaway. It’s relationshipto and is the test
sameastherelationshipof cmp to sub. It’s usefulin two situations.First, it’s usefulfor testingwhethera
particularbit is setin a register(test al, 0x80 followed by a jnz will jump if the top bit of al is set). It’s
alsousefulwhenyou just want to seewhethera registeris zero: test eax, eax is moreefficient (a shorter
instruction)thancmp eax, 0.

Thexor instructionworkslike and andor. But it’s rareyouwantto do theexclusive OR of two things. xor
Yet it occursquiteoftenin assemblycodefor quiteanotherreason:If you take theXOR of somethingwith
itself, you get0. So the instructionxor eax, eax actuallyputs0 into eax. This instructionis shorterand
hencemoreefficient thanmov eax, 0, sox86programmersusethexor idiom whenthey wantto put0 into
a location.

The last four instructionsareinstructionsfor shifting values.The first two, shl andshr, arethe most shl
shrelementary:They shift thevaluein thedestinationlocationleft (or right). Zeroesareshiftedinto theempty

places,andthelastbit shiftedoutgoesinto thecarryflag.
Thenext two, rol andror, rotatethebits. For example,rol al, 1 will shift every bit in al left onespot, rol

rorwith thehighest-orderbit beingrotatedaroundinto thelowestbit of theregister. (Again, thecarryflag also
comesto hold this lastbit rotatedoff theendof theregister.) Notethat rol al, 8 effectively doesnothingto
al, asall thebits arerotatedbackinto their original places.Of course,thecarryflag changesto thelastbit
shiftedoff, in this casetheuppermostbit. (But usingthesignflagafter test al, al is amoreefficientway to
accomplishthesameeffect.)

7 Interrupts

Thex86CPUallows for interrupts. Thesearecallsto operatingsystemcode,usuallyoccurringin response
tohardwareeventsthatneedimmediateattention.Butaprogramcaninitiateitsown interrupt,too,to transfer
controlto theoperatingsystem.Onthex86CPU,theinterruptsarenumbered.For example,interrupt0x0C
occurswhenthereis new datacomingin from theCOM1 serialport on thecomputer(commonlyusedfor
modems).Interrupt0x0Eis for theLPT1port (commonlyusedfor printers).

During thebootprocess,theoperatingsysteminitializesa tabletelling theCPUwhereto find thefirst
instructionfor eachof thepossibleinterrupts.Then,whenaninterruptoccurs,theCPUpushesthecurrent
valueof ip andcs ontothestackandtransferscontrolto thefirst instructionof theinterrupt.

But programscaninitiate their own interruptstoo. Why would you ever useaninterruptin a program?
Why not just usecall to transfercontrol? Thereare two main reasons.First, the programmay want to
transfercontrol to theoperatingsystemto take advantageof someprograminstalledthere.If theoperating

7



systemwasto requirea call instructionto do this, eachprogramwould needto determinewherethe first
instructionof thecalledroutineis. By usinganinterruptinstead,thesoftwarecanusetheinterrupttableset
up/ by theoperatingsystem.

Second,andmoresignificantly, anoperatingsystemmustrestricttheuserprogramsin orderto protect
programsfrom crashingthecomputer. Of course,thatrestrictionmuchlessuselessif theuserprogramcan
arbitrarily rescindthepermissions.Ontheotherhand,programsneedto accessdevices,whichrequiremore
permission.Sotheoperatingsystemprovidestheseroutinesfor programs’convenience.But thereneedsto
besomewayto transfercontrolinto theoperatingsystemandsimultaneouslygainingmorecontrolwhile in
thiscode.An interruptaccomplishesbothof thesegoalssimultaneously.

At any rate,the int instructioninitiatesan interrupt. The argumentto the instructionnameswhich ofint
the interruptsto use. The iret instructionis usedwithin the interrupthandlerto returnfrom the interrupt.iret
Returningfrom theinterruptpopsthe ip andcs valuesfrom thestack,effectively transferringcontrolback
to whatwasexecutingbeforetheinterruptoccurred.

Thecli andsti instructionsaffect theinterruptflag in theflags register. Whenthisflag is � , no interruptscli
sti areaccepted— they arebuffered(andof coursethe chip’s buffer is limited). Whenit is  , interruptsare

enabled,meaningthatthehardwarecaninterrupttheCPUatany time. Thecli instructionclearstheinterrupt
flag,cuttingoff theinterrupts.Thesti instructionsetstheinterruptflag,enablingfutureinterrupts.

The reasonfor thesetwo instructionsis thatoccasionallythereis a sequenceof instructionsthatmust
beexecutedwithout interruption.Suchasequenceis calleda critical section. This oftenhappenswithin an
interrupthandler, whereahardwareinterruptis in themidstof somecomputationthatshouldnotbealtered
by anotherinterrupt.

In fact,aninterruptautomaticallyclearstheinterruptflag,andthe iret instructionautomaticallysetsthe
interruptflag. But you’ll seethat interrupthandlersoften usesti early on, to re-enableinterrupthandlers
beforethebuffer fills up. Or they mayusecli becausethey areenteringa secondcritical section.

8 Segmentregisters

The 8086used16-bit registers. Unfortunately, 16-bit memoryaddressesonly support ��0*1 bytes(64KB).
Evenat the time of the8086,thatwasobviously limited. Somemoryaddressesuseda secondregister—
thesegment registers — to work aroundthis.

In the 8086,a memoryaddresswascomputedasfollows: Take the segmentregister, shift it left four
bits, andaddtheaddressto this. By doingthis, a programcouldaccessup to �!2  bytes(1MB), which was
consideredridiculouslylargewhenthe8086wasdesigned.

By thetimeof the80386,this limit wasveryconstricting.It ledto theinfamous640KBrestriction(since
thetop384Kof theaddressspacewerereservedfor thehardware),andit tooka lot of work to fit everything
into 640K asprogramsgot largerandmorepowerful. Sothey wentto anotherscheme.

The80386canrun in two modes.Thefirst is the8086emulationmode,calledreal mode. But themore
powerful modeis protected mode. Whenit runsin protectedmode,a segmentregisteris treateddifferently.
In this mode,the segmentregisterspecifiesa segmentnumber, which getstranslatedto some 3-� -bit base
address.Thenthe addressgiven in the instructionis addedto this baseaddressto get the actualaddress
accessed.This schemegivesaccessto �!452 bytes(4GB),which wasconsideredridiculously largewhenthe
80386wasdesigned(andis still largeenoughtoday).

You canignorethesegmentregistersmostof thetime in your assemblyprograms,though,becausethe
operatingsystemsetsthemupsothattheinstructionsdotheright thing. Instructions,for example,is loaded
relative to thecontentsof thecs (codesegment)register. And datais typically loadedrelative to theds (data
segment)register. Theoperatingsystemsetsup thesesegmentregisterssothattheprogramworksproperly.

An instructioncanoverridethedefaultbehavior, however, whenit specifiesanaddress.It canwrite mov
eax, [es:bx] to loadfrom thebx offsetfrom thesegmentspecifiedin es.
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movs stos
outs ins
cld std
rep

Table6: Sequenceinstructions

9 Sequenceinstructions

Thesequenceinstructions(Table6) arefor manipulatingfragmentsof memory.
Themostusefulamongtheseis themovs instruction,for copying onememoryfragmentinto another. movs

The movs instructioncopiesfour bytesof memory, from [esi] to [edi]. (The esi and edi registersare
designedfor thispurpose:Thenamesstandfor source index anddestination index, respectively.) Themovs
instructionalsoincrementstheesi andedi registersby four, sothata subsequentmovs will copy thenext
four bytesof memory.

This getsreally interestingwhenyou usetherep instructionin conjunctionwith it. Therep instruction rep
is peculiarin that it is anoptionalprefix to several instructions.For example,if rep occursbeforemovs,
thenit will repeatedlyexecutemovs anddecrementecx, until ecx reacheszero. For example,we might
write this.

rep
movs

Or wemight write this.

test ecx, ecx
jz done

again: mov eax, [esi] ; here we’re simulating movs
mov [edi], eax
add esi, 4
add edi, 4 ; this is the last instruction for movs
dec ecx
jnz again

done:

Thefirst is muchmoreefficient,andit’seasierto type.Of courseit isn’t necessarilywhatwewant,sosome
variationon thesecondis oftenmoreappropriate.Naturally, themovsb instructionworksthesame,except movsb
at thebytelevel. With movsb, esi andedi areincrementedby just  to do aproperstringcopy.

Thestos instructionis for saving severalcopiesof thesamebits into anarray. It storesthevaluein eax stos
into thememorypointedto by edi andthenincrementsedi by 4. Therep prefixcanbeprependedto this to
storemany copiesof thesamedatavery quickly.

Theouts andins instructionssendandreceive datafrom a port specifiedin theedx register. Theouts outs
insinstructiontakesthe4 bytespointedto by esi, sendsit to theportmentionedin edx, andincrementsedx by

4. The ins instructionreads4 bytesfrom theport mentionedin edx, storesit in the4 bytespointedto by
edi, andincrementsedx by 4. Therep prefix canbeprependedto eitherof theseinstructions.

Thefinal two sequence-manipulation instructionswe’ll look at arecld andstd. Thesearefor clearing cld
stdandsettingthedirectionflag in theeflags register. In all of theabove instructions,whenthedirectionflag

is one,thevaluesin esi andedi aredecremented insteadof incremented.This facilitatesthecasewhenan
arrayis storedin reverseorder.

Minix generallykeepsthedirectionflag cleared.Theonly situationin which it setsthedirectionflag is
for copying a memoryregion from onelocationto another. If thesourceregion andthedestinationregion
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lgdt lldt
lidt ltr
sgdt

Table7: Advancedfeatureinstructions

global section
db dw
dd equ
times

Table8: Assemblerdirectives

overlap,andthesourceoccursata loweraddress,thengoingupwardwould altersomeof thesourceregion
beforeit is copied.SoMinix doesabackwardscopy in thissituation.

10 Advancedfeatures

The80386CPUandits successorssupportseveraladvancedoperatingsystemsfeatures.For example,the
CPUsuppliesprotectionlevels to preventoneprocessfrom accessingthememoryof another. And it also
allows theoperatingsystemto allocateadifferentmemoryaddressspacefor eachrunningprocess.

The final set of instructions(Table7) allow you to accessthesefeatures. The lgdt, lidt, lldt, and ltrlgdt
lidt
lldt
ltr

instructionschangetheglobaldescriptortable,thelocal descriptortable,theinterruptdescriptortable,and
thetaskregister, respectively. Thesgdt givesaway of readingthecurrentglobaldescriptortable.

sgdt
We’re not goingto exploretheseinstructionsin detailnow. Section4.6.3of thetextbookdescribesthe

localdescriptortableandtheglobaldescriptortable.

11 Extendedexample

Figure2 containsan extendedexampleof a functionwritten in x86 assembler. What it doesis to take an
arrayof 16-bit valuesandto sorttheminto increasingorder.

It usesa particularlysimpletechnique,theselection sort algorithm. It worksby first finding thelargest
valuein thearray, andthenyou swap it with the lastpositionin thearray. Thenyou find the largestvalue
beforethe lastposition,andyou swap it with thenext to lastposition. Thenthe largestvaluebeforethan
position, and you swap it with the previous position. You continuedoing this until you have only one
elementleft.

12 Dir ectives

A completeprogramneedsadditionaldatato tell it how to generateits output. Theseare the directives:
They’re not instructions,but they directtheassemblerto do something.

For example,theglobal directive tells theassemblerabouta labelthatshouldbemadeavailableoutsideglobal
theprogram.If youhada largeassemblyprogramsplit acrossseveralfiles,youwoulduseglobal to list the
labelsof thesubroutinesthatareaccessedfrom otherfiles. We’ll useglobal to make thespeciallabel start
publicly available,as start is thelabelthattheoperatingsystemwill call to startaprogram.

The section directive tells the assemblerthat we’re startinga new sectionof the program. Normally,section
the programshouldbe split betweenthe .data section(wheredatais stored)andthe .text section(where
instructionsarestored).
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; sort
; sorts an array of 16-bit words into ascending order
;
; when called, the stack should hold:
; esp + 0: return address
; esp + 4: number of words in array
; esp + 8: address of first word of array
sort:

pushad
mov esi, [esp + 40] ; esi is address of first element of array
mov ebx, [esp + 36]
dec ebx ; ebx is index where to place maximum
jz done

outer:
mov edx, ebx ; edx will be index of maximum in [0..ebx]
mov ax, [esi + 2 * ebx] ; ax will be maximum in [0..ebx]
mov ecx, ebx ; ecx is number of indices left to consider

inner:
cmp [esi + 2 * ecx - 2], ax
jbe innernext ; if [ecx-1] 6 al,
mov edx, ecx ; we’ve found a new max, so
dec edx ; update edx (index of maximum)
mov ax, [esi + 2 * edx] ; and update ax (maximum value)

innernext:
loop inner ; we’ve considered this one; continue

xchg ax, [esi + 2 * ebx] ; swap [edx] with [ebx] (ax held [edx])
mov [esi + 2 * edx], ax
dec ebx ; now go onto the next ebx
jnz outer

done:
popad
ret

Figure2: An x86subroutineto performselectionsort.
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global start

section .data
array dw 23, 12, 45, 34, 67 ; byte array to be sorted
ARRLEN equ 5 ; number of bytes in array

section .text
start:

push dword array
push dword ARRLEN
call sort

mov ax, 4 ; make interrupt for write system call
mov ebx, 1 ; (arg 1: file descriptor where to write)
mov ecx, array ; (arg 2: memory location where to find data)
mov edx, 2*ARRLEN ; (arg 3: number of characters to print)
int 0x80

mov ax, 1 ; make interrupt to exit program
mov ebx, 0 ; (arg 1: return code)
int 0x80

; insert the code for sort here (Figure 2)

Figure3: A completeprogramto sort.

Thedb, dw, anddd directivestell theassemblerto allocatesomedatainto theoutput. (Respectively,db
dw
dd

they allocatebytes,words,anddoublewords.)This typically occursin the.data section,andthere’susually
a labelbeforeit.

array dw 23, 12, 45

In this example,we’ve told theassemblerto placethethree16-bit values�-3 , '� , and %�7 into thegenerated
objectfile. Thearray labelgivesus a way of specifyingtheaddressof thefirst of thesewords. Consider
now thefollowing instructionto accessthethird elementof array.

mov ax, [array + 4]

This instructionloadsthevalue %�7 into ax. (Or, if thememoryhasbeenchanged,whateverhasbeenwritten
over the %�7 .) Weadd % to array becausewewantto skipover thefirst two elementsof array, andeacharray
elementis two byteslong.

Theequ directivedefinesaconstant.Theremustbealabelfor thisdirective. Theassemblerwill replaceequ
eachoccurrenceof thelabelwith thevaluedefinedfor thelabel.

Finally, the times directive tells theassemblerto do somethingseveraltimes.times

array times 1024 db 0

Thiswill accomplishthedb 0 directive �����% times,reserving�����% bytesof memoryinitialized to 0.
Figure3 containsa completeprogram,including all the necessarydirectives. You canplacethis into

a text file andrun the assembleron it to generatea program.This programis Linux-specific,asit makes
systemcalls to write() andexit(). This programsortsan arrayof 7 valuesandprints themto the
output.It printsbinarycodes,soit won’t make senseon anASCII terminal.
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