Intel x86 AssemblyLanguagan Minix

To gainagoodunderstandingf Minix, you needto beableto readits assemblycode,split betweerthe
filesnpx386. s (line 5900)andkl i b386. s (line 8100). This handoutdescribegshe Intel 386 assembly
languageusedby Minix.

The80386chip representintel’s first seriousprocessoin along line of microprocessordt beganwith
thelntel 4004 thefirst general-purposmicroprocessoasimple4-bit chiplaunchedn 1971. Thelntel 4004
wasjust meantfor calculatorgandin 1971, calculatorswerent powerful devices). But it wasa start,if a
humbleone. The 8-bit Intel 8080(1974)wasthe CPUfor thefirst successfupersonatomputerthe Altair.
And thenthe 16-bitIntel 8088(1979)becameahe CPUfor thefirst IBM PC.Subsequergenerationbecame
nev CPUsfor IBM PCsandtheir clones.But the 386 standsout amongthem,asthe first 32-bit processaqr
andthefirst Intel processoto provide hardware supportfor the featuresneededor real operatingsystems
(suchaslarge memories,protectionlevels, paging). Subsequenprocessorsn the family have provided
enhancegberformancamoreoftenthanenhancedapabilities.

But herewe’re concernedwith the Intel 80386architectureusedin Minix. Theres a variety of x86
assemblylanguagesWe'll usethe languageof NASM, an open-sourcassemblethatis widely available
andis pretty closeto whatMinix uses.

1 Registers

Thefirst thing to learninga processois its registerstructure.SeeFigure 1.

This structureis pretty messy In particular the registersoverlap. The eax registerholds 32 bits, but
you canreferto its lower 16 bits usingax, andwithin ax you canreferto its higher8 bits with ah andthe
lower 8 bits with al. Thisweird structureis anoutgravth of thefactthatthe x86 designbeganwith an8-bit
designthengraw into 16 bits, theninto 32 bits, eachtime maintainingbackward compatibility

Theleft-handblock, from eax to esp, representshe general registers, wherecomputations meantto
take place. Most have somespecialproperties,n the sensethat someinstructionstreatthemin a special
way. For example,the push andpop instructionstreatesp (meantto bethe stackpointer)specially in that
they accessnemoryrelative to the addresstoredin esp anddecremenandincrementhe value storedin
esp. We'll seehow the otherregistersarespecialwhenwe getto thoseparticularinstructions.

Theeip registeris the instructionpointer(often calledthe programcounter).The eflags registerholds
variousflagsthatarealteredor accessedy instructions.

Thelastblock of six registers,cs throughgs, arethe segment registers, usedfor memoryaddressing.
Youdon' really needto know muchaboutthemright now — but we’ll getto themeventually

2 Memory

Like mostothercomputersthe x86 architectureregularly accessememoryoff the chip in orderto fetch
instructionsandmanipulatedatathatdoesrt fit into theregisters.

Thex86 architecturauseghelittle endian techniquefor storingdataof multiple bytes.Saywe storethe
16-bitvalue0x1234into memoryataddres4.00. ThevalueOx12 goesinto addresd.01 andthe value0x34
goesinto addresd.00. Storingthe 32-bitvalue0x12345678nto addresd.00would placeOx12into address
103and0x78into addresd.00.

Many otherarchitecturesisethe big endian techniquewhich putsthe highest-ordebits into the lowest
address.They bothwork well. Which you like dependsn whetheryou picturememorywith addres$) at
the bottomor with addres<® at the top. Both waysmake senseput the x86 designerdradto chooseone,
andthey clearlythoughtof addres® beingat the bottom.
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add
sub

16 bits
8 bits
eax ah & al eip ip
ebx bh X bl eflags flags
ecx ch & cl
edx dh 94X i cs
ds
esi Si SS
edi di es
ebp bp fs
esp sp gs

Figurel: Registersin thelntel 80386.

add r/m, r/imm sub r/m, r/imm
addr, m subr, m
negr/m cmpr,r/m
incr/m cmp m, r
decr/m cmp r/m, imm

Tablel: Arithmeticinstructions

3 Arithmetic instructions

Thefirst setof instructionswe’ll examinearethe arithmeticinstructionsistedin Tablel. In thesetables,
we user to representiregister m to represent.memoryreferenceandimm to represent constanvalue
(immediate).

The add andsub instructionsare for performingadditionsand subtractions.They have a variety of
waysin whichthey canbeused.Thefollowing illustratesthem.

add eax, 1 ; add constant 1 to register eax

add eax, eax : add value in eax to eax

add eax, [data] ; add value at memory location [data] to eax
add [data], 4 ; add constant 4 to memory location [data]
add [data], eax ; add value in eax to memory location [data]

In eachof thesetheitem changeds listedfirst, andthenumbero beaddeds listedsecond Theinstruction
add eax, 1 incrementghevaluein eax. And theinstructionadd eax, eax addsthe valueof eax to eax,
effectively doublingeax.

Enclosememoryreferencedn braclets! Sotheinstructionadd eax, [data] saysto loadthe datastored
atthe memoryaddresshatdata representsandaddthatvalueto eax.

Iyou'll find thatthe Minix codereversesparentheseandbraclets. Parentheseareusedfor memoryreferencesandbraclets
areusedfor parenthesizingomputationgo be doneat assemblytime. Anotherdifferenceis thatMinix usesexclamationpointsto
markcommentsyhile NASM usessemicolons.



Both add andsub changeflagsin the eflags registerbasedon the result,which is usefulwhenmore
informationis neededateraboutthe computatiors result.

carry flag is setif thecomputatiorcarriedanextra bit beyondthe capacityof theregister or if thecompu-
tationborroved abit beyondthe capacityof theregister

zero flag is setif theresultis zero.
signflag is setif theresults high-orderbit is 1 (representin@g negative number).

overflow flag is setif thecomputationijnterpretedasasignedcomputationgoesbeyondthecapacityof the
register (Thisis analogoudo the carryflag, but the carryflag representshe computatiorinterpreted
asanunsignedcomputation.)

The cmp instructionis for comparingtwo values. It's actually analogoudo the sub instruction,but cmp
cmp doesnot changethe value of the tamgetregister Its only effectis to changethe flagsaccordingto the
differenceof thetwo values.

Theneg instructionnegatesthetargetvalue(eitheraregisteror memorylocation). (In therarecasethat neg
thevaluedoesnt fit — which only happensf thevalueis the smallesthumberpossiblefor its bit size— the
valueis unchangedndtheoverflow flagis set.)

Finally, theinc anddec instructionsincrementor decrementhe givenvalue. Why useinc eax instead inc
of add eax, 1? A minor reasoris thatit is slightly moreefficient, sincetheinstructionis justonebytelong dec
insteadof three(leadingto bettercacheuse). (On older processorsit actuallywasfaster) Also, theinc
anddec instructiondo not affectthe carryflag, which maybe usefulin somesituations.Themostcommon
reasons thatit’sjustalittle easierto read.

Minix occasionallyappend$ to theendof aninstructionname asin incb, decb, andcmpb. (Thisalso incb
appliesto mary instructionsdescribedaterin this document.)The appended denoteghattheinstruction decb
is a byteinstruction(usingregisterslike al or ch) insteadof the regular 32-bit instructionsnormally used. cmpb
You'll alsoseeol6 in the Minix assemblycode,usedasa prefix for mary instructions.This s to indicate 016
thattheinstructionshouldbe assembledhto aninstructionusing16-bit data.

In NASM, theway to accomplistthis sortof thing is to annotatehe operatiorwith a keyword: byte for
8-bit data,word for 16-bitdata,or dword for 32-bit data.(Thelastis shortfor double word. It refersto the
factthatthex86 word is 16 bits long, so32-bit datais two wordslong.)

add [data], 4

Thisinstructionis ambiguousDoesdata hold an8-bit value,a 16-bit value,or a 32-bit value?NASM will
refuseto assembldét. We includethe keyword dword to disambiguate.

add dword [data], 4

Noticethatadd eax, 4 isn't ambiguoussincetheassembleknows thateax is a 32-bitlocation.

4 Control instructions

Of the control instructions(Table 2), the nop instructionis certainlythe simplest: It doesnothing. It just nop
occupiesa bytein memory It's convenientoccasionallyfor example,a compilermight putin anop asa
placeholdeif it thinksit’s possiblethatsomecodeshouldgo there,but it’s not sureat thetime it generates
thecode.

Thejmp instructiontransfersexecutionto anothermplacein the program.Noticethatyou canjumpto the jmp
addressn aregisteror amemorylocation;or you canjump to a labelwithin the program.In the caseof a
label,thelabelis assembledhto anoffset.



nop jmp r/m/label

jz label jnz label
ja label g label
jae label jge label
jb label jl label
jbe label jle label
call 7/m/label ret

loop label

Table2: Controlinstructions

again: inc eax
jmp again

This programis aninfinite loop with norealpurpose But thepointis thatthejmp instructiongetsassembled
asjmp —1, signifying thatthe CPU shouldsubtractl from the programcounter(eip). This meanghe CPU
backsup onebyteto theinc eax instructionto executeit again.

The next 10 instructionsgive waysof doing jumpsconditionally The usualassumptions thatyou've
just completeda cmp instruction(or someotherinstructionthat setsthe flags),andnow you wantto jump

jZ basedon the valuesin the flags. The jz instructionjumpsif the zeroflag is set. In particular if the last
instructionsettingthe flagswasa cmp instruction,the zeroflag would be setif the two agumentswere
jnz equal. Similarly, jnz jumpsif the zeroflag is not set— which in the samesensecorresponds$o unequal

argumentsn aprecedingcmp instruction.
As anexample,heres a pieceof codeto take thevaluen in cl andplacethevalue2™ in eax.

mov eax, 1 ; eax will hold answer
cmpcl, 0 ; ¢l is number of iterations to go
jz done
again: add eax, eax : double eax
dec cl
jnz again

done:

The first instructionplacesthe value 1 in registereax. (We havent seenthe mov instructionyet — it's
coming.) The next two instructionsskip everythingelseif cl is zero(andsowe completewith eax holding
20 = 1). Theadd instructiondoublesthevaluein eax, andthedec instructionsubtractsl from cl. Finally,
thejnz instructionjumpsbackto again if the zeroflag is not set— thatis, if theresultof the decrementis
notzero.If thezeroflagis zero,thencontrolcontinuego thedone label.

ja Theja instructionstanddfor “jumpif above”. It jumpsto the specifiedocationif boththe zerobit and
the carrybit arezero.(Consideracmp instructionwherewe understandboththe agumentgo beunsigned
numbers. Thenit setsthe zerobit if the valuesare equalandthe carry bit if the first numberis belov
the second;if neitherof theseare one,thenthe first numberis above the second. So this is whenthe ja

jae instructionwill jump.) The next threeinstructions— jae (above or equal),jb (belaw), andjbe (below or
ib equal)— work analogously

jbe The last4 conditionaljumps are for signedcomputation,using the overflow flag, the sign flag, and
ig the zeroflag to determinewhetherto jump: jg (greater),jge (greateror equal),jl (less),andjle (lessor

equal).Theintentionof themis identicalto the previous4, exceptthatthe previousfour werefor unsigned

jge . .

Jlg arithmetic.

J_ Theloop instructionis for runningthroughaloop for afixednumberof times,asin our earlierprogram
jle to compute2™, wherewe knew we wantedto iterateexactly n times. Theloop instructionsubtracts from
loop
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mov r/m, r/imm mov r, m

mov r/seg, r/seg movzx r, r/m
lear,m xchgr,r/m
push r/m/seg/imm pop r/m/seg
pushad popad

pushf popf

out r/imm inr/imm

Table3: Datamovementinstructions

ecx andjumpsto thelabelif ecx is not zero. Notice thatloop always usesecx for this purpose.The ecx
registerhasthis specialmeaningo theloop instruction.(Thex86 designershoughtof the c asstandingfor
count.)

We coulduseloop to rewrite our earlierprogramto getaslightly shorterprogram.

mov eax, 1

cmp ecx, 0

jz done
again: add eax, eax

loop again
done:

Noticethatwe hadto switchto usingecx in placeof cl here,sinceloop workswith ecx.

Finally, the call andret instructionsprovide supportfor subroutinegfrequently called functionsor call
proceduresn programminglanguages).A call instructionhastwo effects: First, eip is pushedontothe ret
stack. (This is itself a two-stepprocess:esp is decreasedby 4, andthenthe value of eip is storedin the
memorywhereesp now points.) Thencontrol goesto the location specifiedin the instruction. The ret
instructionis for returningfrom the subroutineandhereeip is poppedfrom the stack. (Thatis, the value
storedat the locationto which esp pointsis copiedinto eip, andthenesp is increasedy 4). In effect, this
restoreghe previousvalueof eip, sothatthe next instructionexecutedis the instructionfollowing the call
thatputusthere.

Thats all alittle complicatedput it’s worth sometime figuringit out. Luckily, in practiceit’s relatvely
simple.Heres avery simplesubroutingor doublingthe numberin eax.

double: add eax, eax
ret

Noticethatwe useret to returnfrom the subroutine Now we canusethis aswe like.

mov eax, 1

cmpcl, O

jz done
again: call double

loop again
done:

In this casethe subroutinds contrved— it’s too simpleto be useful—, but it illustrateshow you canwrite
asubroutindgn x86 assemblyanguage.

5 Data movementinstructions

Table3 lists the x86 assemblyinstructionsusefulfor moving databetweerdifferentareasof the computer
The mostfundamentabf theseis the mov instruction,which movesa valueinto anotherlocation. (The
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mov

movzx

lea

xchg

push
pop

pushad
popad
pushf
popf

out
inb
outb

and r/m, r/imm orr/m,r/imm

testr/m, r/imm Xor r/m, r/imm
shlr/m, r/imm shrr/mr/imm
rol r/m, r/imm ror r/m, r/imm

Table4: Logical instructions

word move hereis slightly misleading:It actuallycopies, leaving the old valuein its location.) Note that
mov doesnotalterary flags.

A mov instructioncanmove a numbey a registervalue,or a valuein memoryinto eithera registeror
a memorylocation, exceptthat a single mov cannotcopy directly from onememorylocationto another
Additionally, a mov cancopy betweera sggmentregistersanda generakegister— this givesyou away of
accessinghesesggmentregisterswhenneeded (Whenwe talk moreaboutmemory we'll talk aboutwhy
thesesggmentregistersareimportant.For now, you shouldstill beignoringthem.)

Themovzx instructionis for moving a shortervalueinto alongerdestinationFor example,if youwant
to copy bl into eax, you canusetheinstructionmovzx eax, bl. This copiesbl into al, extendingit with
zeroesnto the higherbits of eax.

Actually, thelea (loadeffective address)nstructiondoesnt accessnemoryatall. It storesthe address
of the given memorylocationinto the given register This is intendedfor whenyou wantto computean
addresghatis morecomple thanthe built-in x86 addressinganhandle.(For example,you maywantlea
to accesanelemenbf anarraystoredwithin astructurdocatedwithin anarrayof structures.Jor example,
theinstructionlea ecx, [1 + ecx] incrementecx — it's functionally equivalentto inc ecx, exceptthatno
flagsarealtered.

Thexchg instructionexchangeshedatain two locations,of which onemustbearegister

Thepush andpop instructionsaddandremove from the stack.If thecomputerencounteree push ax
instruction,it would decreasesp by 2 (choosing2 becausex is two byteslong) andthenstoreax atthe
memorypointedto by esp. Theinstructionpop cl wouldloadonebytefrom thememorypointedto by esp
into cl andthenincreaseesp by 1.

Thepushad andpopad instructionsarefor saving seseralthegenerakegistersatonce:pushad pushes
eax, ecx, edx, ebx, esp, ebp, esi (in thatorder),andedi, andpopad popsthemin reverseorder Similarly,
the pushf andpopf instructionsarefor saving andrestoringthe valueof theflags register

Thein andout instructionsareaway of communicatingvith mary 1/0O devices. Theideais thatanl/O
device canbe referencedy a numberedoort, specifiedin the in or out instruction(eitherdirectly with a
constantvalueor indirectly by aregistervalue). An in instructionreadsthe valueat that port and copiesit
into the ax register(al in the caseof inb). An out instructiontakesthe valuein ax (al in the caseof outb)
andcopiesit outto theport givenin theinstruction.

For example the keyboards port numberis 96. Soby executinginb 96, the codefor apressedkey will
beloadedinto al. (Actually, controlling the keyboardis complicatedby the factthatthe CPUthensignals
receiptof thatcodebackto the keyboard(via anoutb 97 instruction).)

Not all I/O deviceswork this way, but mary do. Otherdeviceswork via direct memory access (DMA).
A graphicaldisplayis anexampleof adevice thatusesDMA. It sharesnemorywith the CPU,with the CPU
writing theimagedirectly to memory andthevideo controllerreadingdirectly from memoryto determine
whatto display The DMA techniquds designedor devicesthatneedto move large masse®f dataaround
quickly.



int smm iret
cli sti

Table5: Interruptinstructions

6 Logical instructions

The next setof instructionsarethe logical instructions listed in Table4. Theseinstructionswork like the
arithmeticinstructions,in thatthey computenew valuesandarrangethe flags. We've saved themto later
becausehey’re alittle lessuseful. (But they’re still too usefulto beignored!)

Theand andor instructiongerformthebitwise AND or OR, placingtheresultin thedestinatiorregister and
andsettingtheflags. For example,sayal heldthevalue11110010; thentheinstructionand al, 0xA3 would Of
take the AND of eachcorrespondingpair of bits andput the result(10100010) backinto al. It would also
settheflags:in this casethetopbit is 1, sothesignflagwould be setto 1; theresultisn't zero,sotheresult
flagwould beresetto 0; andthe carryandoverflon flagswould beresetto 0, sincethereis no carryandno
overflow (noteventhe possibility). Theor instructionis identical.

Thetest instructionperformsa bitwise AND andthrows theresultaway. It’s relationshipto and is the test
sameastherelationshipof cmp to sub. It's usefulin two situations.First, it's usefulfor testingwhethera
particularbit is setin aregister(test al, 0x80 followed by a jnz will jumpif thetop bit of al is set). It's
alsousefulwhenyou just wantto seewhethera registeris zero: test eax, eax is moreefficient (a shorter
instruction)thancmp eax, 0.

Thexor instructionworkslike and andor. But it’'s rareyou wantto do the exclusve OR of two things. xor
Yetit occursquite oftenin assemblycodefor quiteanothemreasonif you take the XOR of somethingwith
itself, you get0. Sotheinstructionxor eax, eax actuallyputsO into eax. This instructionis shorterand
hencemoreefficientthanmov eax, 0, sox86 programmersisethexor idiom whenthey wantto put0 into
alocation.

The lastfour instructionsare instructionsfor shifting values. The first two, shl andshr, arethe most shl
elementaryThey shift thevaluein thedestinatiorlocationleft (or right). Zeroesareshiftedinto theempty shr
placesandthelastbit shiftedout goesinto the carryflag.

The next two, rol andror, rotatethe bits. For example,rol al, 1 will shift every bit in al left onespot, rol
with the highest-ordebit beingrotatedaroundinto the lowestbit of theregister (Again,thecarryflagalso 0r
comesto hold this lastbit rotatedoff the endof theregister) Notethatrol al, 8 effectively doesnothingto
al, asall the bits arerotatedbackinto their original places.Of course the carryflag changego thelastbit
shiftedoff, in this casethe uppermosbit. (But usingthe signflag aftertest al, al is amoreefficientway to
accomplishthe sameeffect.)

7 Interrupts

Thex86 CPU allows for interrupts. Thesearecallsto operatingsystemcode,usuallyoccurringin response
to hardwareeventsthatneedmmediateattention.But aprogramcaninitiateits own interrupt,too, to transfer
controlto theoperatingsystem.Onthex86 CPU,theinterruptsarenumberedFor example,interruptOx0C
occurswhenthereis new datacomingin from the COM1 serialport on the computericommonlyusedfor
modems)InterruptOxOEis for the LPT1 port (commonlyusedfor printers).

During the boot processthe operatingsysteminitializes a tabletelling the CPU whereto find the first
instructionfor eachof the possibleinterrupts. Then,whenaninterruptoccurs,the CPU pusheghe current
valueof ip andcs ontothe stackandtransferscontrolto thefirst instructionof theinterrupt.

But programscaninitiate their own interruptstoo. Why would you ever useaninterruptin a program?
Why not just usecall to transfercontrol? Therearetwo main reasons.First, the programmay want to
transfercontrolto the operatingsystento take advantageof someprograminstalledthere.If the operating
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int
iret

cli
sti

systemwasto requirea call instructionto do this, eachprogramwould needto determinewherethe first
instructionof thecalledroutineis. By usinganinterruptinsteadthe softwarecanusetheinterrupttableset
up by theoperatingsystem.

Secondandmoresignificantly anoperatingsystemmustrestrictthe userprogramsn orderto protect
programgrom crashingthe computer Of course thatrestrictionmuchlessuselessf the userprogramcan
arbitrarily rescindthe permissionsOntheotherhand,programseedto accesslevices,which requiremore
permission.Sothe operatingsystemprovidestheseroutinesfor programs’corvenience But thereneedso
besomewayto transfercontrolinto the operatingsystemandsimultaneouslhgainingmorecontrolwhile in
this code.An interruptaccomplishe®oth of thesegoalssimultaneously

At ary rate,theint instructioninitiates an interrupt. The agumentto the instructionnameswhich of
the interruptsto use. Theiret instructionis usedwithin the interrupthandlerto returnfrom the interrupt.
Returningfrom the interruptpopstheip andcs valuesfrom the stack,effectively transferringcontrolback
to whatwasexecutingbeforetheinterruptoccurred.

Thecli andsti instructionsaffect theinterruptflagin theflags register Whenthisflagis 0, nointerrupts
areaccepted— they arebuffered (andof coursethe chip’s buffer is limited). Whenit is 1, interruptsare
enabledmeaninghatthehardwarecaninterruptthe CPUatary time. Thecli instructionclearstheinterrupt
flag, cutting off theinterrupts.Thesti instructionsetstheinterruptflag, enablingfutureinterrupts.

Thereasonfor thesetwo instructionsis that occasionallythereis a sequenc®f instructionsthat must
be executedwithout interruption.Sucha sequencés calleda critical section. This oftenhappensvithin an
interrupthandler wherea hardwareinterruptis in the midstof somecomputatiorthatshouldnot be altered
by anotherinterrupt.

In fact,aninterruptautomaticallyclearstheinterruptflag, andtheiret instructionautomaticallysetsthe
interruptflag. But you'll seethatinterrupthandlersoften usesti early on, to re-enablenterrupthandlers
beforethe buffer fills up. Or they mayusecli becaus¢hey areenteringa seconccritical section.

8 Segmentregisters

The 8086 used16-bit registers. Unfortunately 16-bit memoryaddressesnly support2'¢ bytes(64KB).
Evenat thetime of the 8086,that wasobviously limited. So memoryaddressesseda secondregister—
the segment registers — to work aroundthis.

In the 8086, a memoryaddressvas computedasfollows: Take the segmentregister shift it left four
bits, andaddthe addresso this. By doingthis, a programcould accessip to 22° bytes(1MB), which was
consideredidiculouslylargewhenthe 8086wasdesigned.

By thetime of the80386 thislimit wasvery constricting.It led to theinfamous540KB restriction(since
thetop 384K of theaddresspacenerereseredfor thehardware),andit took alot of work to fit everything
into 640K asprogramgyot largerandmorepowerful. Sothey wentto anotherscheme.

The80386canrunin two modes.Thefirstis the 8086emulationmode,calledreal mode. But themore
powerful modeis protected mode. Whenit runsin protectednode,a sggmentregisteris treateddifferently
In this mode,the segmentregister specifiesa sgmentnumbey which getstranslatedo some32-bit base
address.Thenthe addresgyivenin the instructionis addedto this baseaddresdo getthe actualaddress
accessedThis schemagivesaccesgo 232 bytes(4GB), which wasconsideredidiculously large whenthe
80386wasdesignedandis still large enoughtoday).

You canignorethe segmentregistersmostof the time in your assemblyprogramsthough,becausehe
operatingsystemsetsthemup sothattheinstructionsdo theright thing. Instructions for example,is loaded
relative to thecontentf thecs (codesegment)register And datais typically loadedrelative to theds (data
sgment)register The operatingsystensetsup thesesegmentregisterssothatthe programworksproperly

An instructioncanoverridethedefaultbehaior, hovever, whenit specifiesanaddresslt canwrite mov
eax, [es:bx] to loadfrom thebx offsetfrom the sgmentspecifiedn es.
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movs stos

outs ins
cld std
rep

Table6: Sequencenstructions

9 Sequencanstructions

ThesequencénstructiongTable6) arefor manipulatingfragmentsof memory

The mostusefulamongtheseis the movs instruction,for copying one memoryfragmentinto another
The movs instructioncopiesfour bytesof memory from [esi] to [edi]. (The esi and edi registersare
designedor this purpose:Thenamesstandfor source index anddestination index, respectiely.) Themovs
instructionalsoincrementghe esi andedi registersby four, sothata subsequennovs will copy the next
four bytesof memory

This getsreally interestingwhenyou usetherep instructionin conjunctionwith it. Therep instruction
is peculiarin thatit is an optionalprefix to several instructions.For example,if rep occursbeforemovs,
thenit will repeatedlyexecutemovs anddecremengcx, until ecx reacheszero. For example,we might
write this.

rep
movs

Or we mightwrite this.

test ecx, ecx
jz done
again: mov eax, [esi] ; here we’re simulating movs
mov [edi], eax
add esi, 4
add edi, 4 ; this is the last instruction for movs
dec ecx
jnz again
done:

Thefirstis muchmoreefficient, andit’s easierto type. Of coursdt isn’'t necessarilyvhatwe want,sosome
variationon theseconds oftenmoreappropriate Naturally the movsb instructionworksthe same gxcept
atthe bytelevel. With movsb, esi andedi areincrementedy just1 to do a properstring copy.

Thestos instructionis for saving several copiesof the samebitsinto anarray It storesghevaluein eax
into thememorypointedto by edi andthenincrementsdi by 4. Therep prefix canbe prependedo thisto
storemary copiesof the samedatavery quickly.

Theouts andins instructionssendandreceve datafrom a port specifiedin the edx register The outs
instructiontakesthe4 bytespointedto by esi, sendst to theportmentionedn edx, andincrementsedx by
4. Theins instructionreads4 bytesfrom the port mentionedn edx, storesit in the 4 bytespointedto by
edi, andincrementsedx by 4. Therep prefix canbeprependedo eitherof theseinstructions.

Thefinal two sequence-manipulatianstructionswe’ll look atarecld andstd. Thesearefor clearing
andsettingthe directionflag in the eflags register In all of the above instructions whenthe directionflag
is one,the valuesin esi andedi aredecremented insteadof incrementedThis facilitatesthe casewhenan
arrayis storedin reverseorder

Minix generallykeepsthedirectionflag cleared.The only situationin whichit setsthe directionflagis
for copying a memoryregion from onelocationto another If the sourceregion andthe destinatiorregion
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lgdt
lidt
lldt
Itr
sgdt

global

section

lgdt ldt
lidt Itr
sgdt

Table7: Advancedfeatureinstructions

global section
db dw

dd equ
times

Table8: Assembledirectives

overlap,andthe sourceoccursat alower addressthengoing upwardwould alter someof the sourceregion
beforeit is copied.SoMinix doesabackwardscopy in this situation.

10 Advancedfeatures

The 80386CPU andits successorsupportseveral advancedoperatingsystemdeatures.For example,the
CPU suppliesprotectionlevels to prevent one processrom accessinghe memoryof another And it also
allows the operatingsystento allocatea differentmemoryaddresspaceor eachrunningprocess.

Thefinal setof instructions(Table 7) allow you to accesghesefeatures. The lgdt, lidt, lldt, and Itr
instructionschangehe global descriptortable,the local descriptortable,the interruptdescriptortable,and
thetaskregister respectrely. Thesgdt givesaway of readingthe currentglobaldescriptorttable.

We're not going to exploretheseinstructionsin detailnow. Section4.6.3of thetextbook describeshe
local descriptortableandthe globaldescriptorttable.

11 Extendedexample

Figure 2 containsan extendedexampleof a functionwritten in x86 assemblerWhatit doesis to take an
arrayof 16-bitvaluesandto sorttheminto increasingorder

It usesa particularlysimpletechniquethe selection sort algorithm. It worksby first finding the largest
valuein the array andthenyou swapit with the lastpositionin thearray Thenyou find the largestvalue
beforethe last position,andyou swap it with the next to last position. Thenthe largestvalue beforethan
position, and you swap it with the previous position. You continuedoing this until you have only one
elementeft.

12 Directives

A completeprogramneedsadditionaldatato tell it how to generatéts output. Theseare the directives.
They're notinstructions put they directtheassembleto do something.

For example theglobal directive tellstheassembleaboutalabelthatshouldbe madeavailableoutside
theprogram.If you hadalarge assemblyprogramsplit acrosssereralfiles, you would useglobal to list the
labelsof the subroutineshatareaccessefrom otherfiles. We'll useglobal to make thespecialabel _start
publicly available,as_start is thelabelthatthe operatingsystemwill call to starta program.

The section directive tells the assemblethat we're startinga new sectionof the program. Normally,
the programshouldbe split betweenthe .data section(wheredatais stored)andthe .text section(where
instructionsarestored).
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: sort

; sorts an array of 16-bit words into ascending order

: when called, the stack should hold:
; esp + 0: return address
; esp + 4: number of words in array
; esp + 8: address of first word of array
sort:
pushad
mov esi, [esp + 40]
mov ebx, [esp + 36]
dec ebx
jz done

outer:
mov edx, ebx
mov ax, [esi + 2 * ebx]
mov ecx, ebx

inner:

cmp [esi + 2 * ecx - 2], ax

jbe innernext

mov edx, ecx

dec edx

mov ax, [esi + 2 * edx]
innernext:

loop inner

xchg ax, [esi + 2 * ebx]
mov [esi + 2 * edx], ax
dec ebx
jnz outer

done:
popad
ret

; esi is address of first element of array

; ebx is index where to place maximum

; edx will be index of maximum in [0..ebx]
; ax will be maximum in [0..ebx]
; ecx is number of indices left to consider

; if [ecx-1] > al,

: we've found a new max, so

; update edx (index of maximum)

; and update ax (maximum value)

; we’ve considered this one; continue

; swap [edx] with [ebx] (ax held [edx])

; how go onto the next ebx

Figure2: An x86 subroutingo performselectionsort.
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db
dw
dd

equ

times

global _start

section .data
array dw 23, 12, 45, 34, 67 ; byte array to be sorted
ARRLEN equb ; hnumber of bytes in array

section .text

_start:
push dword array
push dword ARRLEN

call sort

mov ax, 4 ; make interrupt for write system call

mov ebx, 1 ; (arg 1: file descriptor where to write)

mov ecx, array ; (arg 2: memory location where to find data)
mov edx, 2*ARRLEN ; (arg 3: number of characters to print)

int 0x80

mov ax, 1 ; make interrupt to exit program

mov ebx, 0 ; (arg 1: return code)

int 0x80

; insert the code for sort here (Figure 2)

Figure3: A completeprogramto sort.

Thedb, dw, anddd directivestell the assembleto allocatesomedatainto the output. (Respectiely,
they allocatebytes words,anddoublewords.) This typically occursin the .data sectionandtheres usually
alabelbeforeit.

array dw 23, 12, 45

In this example,we've told the assembleto placethethreel6-bit values23, 12, and45 into the generated
objectfile. The array label givesus a way of specifyingthe addressf the first of thesewords. Consider
now thefollowing instructionto accesshethird elementof array.

mov ax, [array + 4]

Thisinstructionloadsthevalue45 into ax. (Or, if thememoryhasbeenchangedwhatever hasbeenwritten
overthe45.) We add4 to array becauseve wantto skip overthefirst two elementf array, andeacharray
elements two byteslong.

Theequ directive definesaconstantTheremustbealabelfor thisdirective. Theassemblewill replace
eachoccurrencef thelabelwith thevaluedefinedfor thelabel.

Finally, thetimes directve tells theassembleto do somethingseveraltimes.

array times 1024 db 0

Thiswill accomplisithedb 0 directive 1024 times,reservingl024 bytesof memoryinitializedto O.

Figure 3 containsa completeprogram,including all the necessarylirectives. You canplacethis into
atext file andrun the assemblepn it to generatea program. This programis Linux-specific,asit makes
systemcallsto wr i t e() andexit (). This programsortsan arrayof 5 valuesand prints themto the
output.It printsbinarycodessoit won't make sensenanASCII terminal.
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